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Overview

baramundi Application Control
Reliably Stop Unauthorized Applications

An application infected by malware can cause a considerable amount of damage in a company, just like spyware,
phishing attempts and unlicensed applications. For this to happen, employees don’t even have to install software,
all they need to do is call up a Java script from the web and their PC’s security is compromised. The alternative:
Take complete control of the applications that are allowed to be used in your company. Use baramundi
Application Control to:

« Approve only applications that have been checked and authorized by you for use throughout the whole
company, using the reliable white-list principle; -

« Protect all computers in the network from unauthorized applications and threats from zero-day
applications, spyware or phishing tools, and

» Reduce the costs of IT security while increasing its effectiveness at the same time.

Application Control was developed by baramundi partner Lumension, an experienced company of security specialists. Use baramundi
Application Control to identify all applications running on one computer on your network and assign individual access rights to them. For
this, simply use the rights saved in Active Directory or eDirectory for users or user groups. Unauthorized applications will be reliably
blocked. To reduce the administrative effort, individual users can be authorized to allow applications on their computer themselves. In
this case, however, the administrator continues to have control through automatic notifications. All authorization steps are logged in
detail and can be traced at any time.

At a Glance

« White list concept for optimum protection

« 100% protection against known and unknown threats

» Reliable control over all applications in the company’s entire network
« Protects the network from being overloaded

« Automated identification

« Special protection for mission-critical servers

 Detailed logs

Licensing

Like all modules of baramundi Management Suite, baramundi Application Control is licensed per managed workstation. No separate
server license is required. Our sales team will be happy to provide further information.
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