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Frequently Asked Questions 

 
What is behind the new General Data Protection Regulation (GDPR)? 
 
The two-year transitional period of the EU GDPR (General Data Protection Regulation) ends 
on May 25, 2018. As of this date, the new General Data Protection Regulation will be binding 
throughout Europe for all member states of the European Union (EU). It is an important set of 
rules for improving and harmonizing data protection in Europe. The reasons behind it are the 
increasing internationalization of day-to-day business practices and technical progress due 
to digitalization. In addition, the amendment to the Federal Data Protection Act (BDSG) will 
be introduced from the same date. Essential elements of the current BDSG, such as the 
principles of data processing, remain unchanged. However, the GDPR also brings significant 
extensions. For example, the new Regulation governs further legal bases for data processing, 
strengthens the rights of data subjects, and increases the obligations of data controllers. To 
become GDPR-compliant, focus must be placed on the technology used in organizations, the 
applicable guidelines of the GDPR and organizational aspects. 
 
The new transparency and information obligations for organizations strengthen the rights of 
users. This means that data subjects must have easier access to their data and its use if 
they so request. In addition, the right to the deletion of personal data (right to be forgotten) is 
given a clear legal framework. The GDPR governs the uniform processing of personal data in 
the EU in Article 4 as follows: “‘personal data’ means any information relating to an identified 
or identifiable natural person (‘data subject’); an identifiable natural person is one who can be 
identified – directly or indirectly – in particular by reference to an identifier such as a name, 
an identification number, location data, an online identifier, or to one or more factors specific 
to the physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person.” 
 
 
Which core regulations of the GDPR must organizations observe? 
 
• Organizations are required to compile a summary of personal data and to indicate 

where it is stored. This applies in particular to IT infrastructures that are distributed 
across several locations and in the cloud.  

• EU citizens have the right, under the transparency and information directives, to 
request to view, disclose or delete data stored by organizations. Therefore, 
organizations are required to set up processes that allow data to be found quickly and 
deleted as needed. 

 
 
 
 
• Organizations are required to reduce the amount of personal data to a minimum. 

Furthermore, personal data may only be stored for a specific purpose and only for a 
specified period.  

• The topic of cybersecurity in particular has become increasingly relevant in recent 
months due to attacks such as WannaCry. Personal data must therefore be protected 
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against misuse by attacks from inside and outside. If a data breach occurs, it must be 
reported to the relevant authorities within 72 hours. In order to identify a data leak, 
organizations must use modern technological tools to quickly and clearly identify lost 
data.  

 
 
 
How do organizations demonstrate compliance with the GDPR? 
 
One of the core components, alongside technology and the setting up of processes, is the 
complete obligation of documentation and accountability for organizations. According to 
Article 5. (2) GDPR, data controllers must be able to prove compliance with the law. In 
contrast to the BDSG, it is no longer sufficient for the GDPR to demonstrate the regulations 
only in the processing of data; information also needs to be provided on the legality of the 
collection, processing and storage of data on request. 
 
 
 
What happens if organizations violate the GDPR? 
 
Organizations that negligently or intentionally violate the provisions of the GDPR will face a 
heavy fine – either four percent of the organization’s total global revenue or EUR 20 million – 
whichever is higher.  
 
 
 
Does the baramundi Management Suite (bMS) ensure compliance with the GDPR? 
 
bMS provides administrators within Unified Endpoint Management important tools to act in 
accordance with the GDPR, such as baramundi Inventory and baramundi Compliance 
Management. By developing the solution in-house (“Made in Germany”), baramundi software 
AG always ensures that it complies with current and future legislation and actively supports 
administrators in compliance with current law. 
 
Please refer to the baramundi GDPR data sheet for examples of applications. We will be 
happy to answer your individual questions at any time. 
 
 
 
 
 
 
 
 
How will the GDPR affect third countries outside the EU? 
 
Even though Switzerland is located in Europe, it must be treated as a third country in the 
context of the GDPR. A third country is any country that is not a member of the EU. According 
to Article 3 (2), the market place principle applies to third countries. Under certain conditions, 
this principle also includes organizations that are not established in the EU. Non-European 
organizations to whose processing activities the GDPR applies must in principle appoint a 
representative in one of the EU Member States concerned. Organizations must instruct the 

https://www.baramundi.de/fileadmin/baramundi_src/pdfs/Service/DSGVO_baramundi_Datenblatt.pdf
https://dsgvo-gesetz.de/art-30-dsgvo/
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representative expressly and in writing to ensure all obligations of the GDPR in place of the 
client in accordance with the GDPR. Violation of the duty to appoint a representative is 
punished with a fine.  
 
 
 
What impact will the forthcoming Brexit have on the GDPR? 
 
Once it leaves the EU, the United Kingdom must also be treated as a third country. This 
means that, provided transactions take place with the EU internal market or data from EU 
citizens is collected, processed and stored, the same regulations apply to the United 
Kingdom. At the moment, the UK is still an active member of the EU, so the GDPR is directly 
applicable. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  


